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Foreword

The Montana Information Technology Act (MITA) requires that the Department of
Administration prepare a biennial report that assesses the State’s progress in achieving the
goals and initiatives outlined in the Strategic Plan for Information Technology. MITA also
requires that the biennial report provide an analysis of the State’s information technology
(IT) infrastructure, including its value, condition, and capacity; an inventory of IT
equipment, software and services; an evaluation of IT performance; and a summary of IT
expenditures.

This document is the second biennial IT Report and measures progress against the Strategic
Plan for Information Technology, which was published in the spring of 2002.

The background material for this report was obtained from four primary sources:

e The Digital States Survey, Brown University, and Gartner Research provided
comparisons of Montana’s IT resourced to those of other states.

e The Office of Budget and Program Services, SABHRS, and the University Banner
system provided expenditure and budget data.

e The Office of Budget and Program Services and the Department of Administration
provided personnel statistics.

e The Information Technology Services Division (ITSD) developed an online
survey. The survey provided agency-specific IT data (infrastructure, expenditures,
and progress against their strategic plans).

This report consists of three main sections:
e An analysis of the current IT infrastructure, including hardware, software,
network, and personnel resources;
e An evaluation of IT performance and progress made during fiscal years
2004-2005; and
e An accounting of IT expenditures for fiscal year 2004.

We would like to thank all of the agency staff who participated in the web survey and
strategic plan self-assessment. We are also grateful for the assistance from the following
individuals:
= Amy Sassano, Office of Budget and Program Services, for preparing the IT
expenditure and budget information.
= Barb Kain, Carl Hotvedt, Lynne Pizzini, Stu Kirkpatrick, Audrey Hinman, and
Brett Boutin for authoring several sections and supplying background data.
= Mike Jacobson, Robin Trenbeath and Jody Troupe for testing the agency web
survey.
= Ron Armstrong for agency survey development.

If you have any questions regarding the data reported here, or the use of information
technology within the State of Montana, please contact the Information Technology
Services Division of the Department of Administration. B
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Executive Summary

This document is the second biennial information technology (IT) report required by the Montana
Information Technology Act (MITA). The report measures Montana’s progress against the
State’s IT strategic plan for fiscal 2004-2005, which was published in the spring of 2002. It also
provides an analysis of the State’s IT infrastructure and IT expenditures. This report is not
intended as plan nor does it attempt to propose solutions. It simply reports the observable data.

Infrastructure Analysis
Information technology infrastructure is the hardware, software, people, and services that support
the business operations of State government.

The State of Montana has 758 servers scattered across 211 locations. Fifty percent of the servers
are located in the 11 sites that have the most environmental protections (such as locked doors,
battery backups and fire suppression systems.) However, many servers are located in facilities
that have minimal protections. The server equipment is being retired at a reasonable rate. Only
11% of the servers are more than 4 years old. The servers come from 11 different vendors and run
14 different operating systems. This diversity increases complexity and support costs.

Enterprise IT security has improved over the last two years. Montana has an active Office of
Cyber Protection, an Enterprise Security Committee, a Computer Security Incident Response
Team (CSIRT), and a successful program for virus prevention. However, Montana’s IT
infrastructure is not adequately prepared for a major disaster. Only three agencies are protected
with hot-site recovery services that will restore a system at another location within hours. The
vast majority of critical applications do not have disaster recovery plans.

Montana’s e-Government investments have been recognized locally and on the national level.
Montana was awarded the E-Gov 2003 Government Solutions Center Trail Blazer Award for its
Licensee Look-up service. Fish, Wildlife and Parks was awarded the coveted Best of the Web
award by the Center for Digital Government for their License Sales system. The Center also
ranked Montana 14th in 2003/2004, up from a ranking of 38th in 2002. The State’s web site,
mt.gov was ranked fifth in the nation by Brown University for providing the best web access to
the disabled.

Montana has taken a different approach to IT staffing compared to other states. Montana has
fewer State IT staff and relies far more on external support from contractors. The average state
has 6.6% of its staff in IT positions. Montana has only 5.8%. If Montana was equal to the
average, the State would have more than 100 additional IT staff members. Other states spend
41% of their IT budget on internal IT staff, while Montana spends only 33%. Instead of hiring IT
employees, State agencies augment their internal staff with contractors. For short-term projects
this is an effective alternative. For long-term support, this can be an expensive alternative
compared to internal staff. Other states devote 11% of their total IT budget to contractors:
Montana allocates 32% of the IT budget to contracted services.

The Department of Administration’s Information Technology Services Division (ITSD) is the
central organization responsible for supporting enterprise-wide computing services and
communications. ITSD’s mid-tier server environment is growing rapidly. Eleven technical staff
manage ITSD’s 340 servers through the use of virtual servers and server consolidation. These
techniques also minimize software license costs.



Montana’s communications network, SummitNet Il, is an integrated voice, data, and video
network used by state agencies, libraries, local governments, K-12 educational institutions, and
the University System. One of the major SummitNet 11 efforts over the last two years was the
replacement of slow speed, dial-up lines with broadband speeds to remote locations. Whenever
telecom carriers improve their service in remote locations, citizens and businesses in these
locations benefit as well as State agencies.

Evaluation of IT Performance

Progress against the Strategic IT Plan published in 2002 is mixed. We have excelled in several
areas including: using technology to enable business practices, e-Government services, and
SummitNet. In a few select areas, such as shared resources, additional work is needed to identify
the most cost beneficial use of IT budgets. In other areas, such as workforce development and
research, we appear to be stalled. ITSD and agencies have found it extremely difficult to initiate
new programs, new research, and new processes with the current limited staff and budgets. On a
national scale, Montana has made significant progress relative to peer states; Montana rose more
than 10 positions in several national rankings.

Agencies have reported better progress on their individual IT strategic plans. Agencies report that
their complete and on-time objectives outhumber those that are behind or not started by a two to
one margin.

Montana’s first Strategic Plan for IT focused on best practices, especially IT project management.
Two at risk, large-scale projects were halted, and project management methodologies, resources,
and oversight were applied to other major projects. The Department of Revenue and Montana
State Fund have delivered major IT projects on schedule and within budget. Eight other agencies
and branches have major IT projects underway; they are all making good progress.

The IT processes and practices mandated by MITA are up and running. The Information
Technology Board (ITB), Chief Information Officer (CIO), and the IT strategic planning, and
procurement reviews have been functioning for three years. Some of MITA’s policies such as
minimizing unwarranted duplication and development in an organized, deliberative, and cost
effective manner will require several years to realize their full potential. Agency management
often does not require a comprehensive business and technical analysis of proposed IT projects.
With the exception of a few internal agency efforts, Montana has not evaluated server
consolidation or resource sharing.

IT Expenditures

Montana invests far less in its IT than the average state. Montana’s IT expenditure is only 1.86%
of all State expenditures. Other states’ average IT expenses are 3.41% of all state expenditures.
Montana is also not investing in its IT staff at the same rate as other states. Montana has
significantly fewer staff and spends very little on staff training. The US industry average is nine
times that amount. What investment is being made is being spent on contractors and consultants.
Montana spends three times what other states do on contractors and consultants.

Conclusion

Information technology is a very complex subject, and this summary cannot completely capture
the full scope of Montana’s IT operations. We invite you to explore the full report to gain a better
understanding of the success and challenges over the last biennium.

Vi



Analysis of IT Infrastructure

Montana’s IT infrastructure is comprised of data centers, computer hardware, servers,
personal computers, software applications, communications networks, State
personnel, and private contractors. This section includes a description of the overall
infrastructure within the Legislative, Judicial, and Executive branches and a
description of the infrastructure within the Department of Administration’s
Information Technology Services Division (ITSD). The Montana University System
IT infrastructure is not included within the scope of this report, except where
specifically noted.

The information within this section was obtained from an agency web survey, which
was conducted in November 2004. The web survey was developed by ITSD to
quickly capture and compile detailed data on computer facilities, servers,
applications, and progress on goals, and objectives in each agency strategic plans.
The survey database was pre-filled with existing data when possible. Agencies
updated the pre-filled data and added new information. Because of time constraints,
limited resources and incomplete responses, the data is not 100% complete; however,
the data provides a good baseline that identifies the diverse technological landscape
of Montana’s IT infrastructure.

Data Centers

The heart of any IT infrastructure is the facility where the computers are located: the
data center. The state of Montana has numerous (211 according to the survey results)
facilities that house the servers (computers), which store and run the State’s software
applications. Due to their critical nature, data centers typically are designed to have
special environmental protections systems in place. The typical systems are listed

below:
o HVAC (Heating, ventilation, air-conditioning)
o Fire suppression system
o Conditioned power source that eliminates voltage drops and
peaks
o Battery backup for power during temporary power outages
o Generator for an alternate power source over extended periods
o Locked/controlled access

There appears to be a great disparity among the levels of protection installed for the
State’s data centers. The larger data centers typically have most of the standard
protective systems listed above; however, many of the smaller data centers have few
or none of the critical protective systems in place. Some data centers are located in an
office closet, back room, or other inconspicuous, unlocked space.



Servers

A breakdown of the servers having protective systems is shown in Figure 1.
According the survey, the State has 758 servers, housed in 211 different data centers.
Two thirds of these data centers have minimal environmental protection systems.
Fortunately, half of the State’s servers are located in the 11 sites that have the most
protections.

FHgure 1. Protections for Server Locations
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Figure 2, below, illustrates the percentage of servers and sites covered by the typical
protective systems: HVAC (heating, ventilation, air-conditioning), fire suppression
systems, conditioned power source that eliminates voltage drops and peaks, battery

backup for power, locked or controlled access, and generator backup.

Figure 2. Protective System Summary
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Age

By definition, a server is a multi-user computer that provides a specific type of
service to client software running on other computers -- usually PCs. For our
purposes, the term server refers to a physical computer on which service software is
running. A single server may have one or many applications running on it; therefore,
the server may provide many different services to many different users on a network.
Servers in this report include everything from a large mainframe down through mid-
tier size servers and include large desktop computers if they are operating as a server.

Of the 758 servers identified within the survey, 83% are four years old or newer.
Eleven different vendors provide the server hardware with Dell (54%) and IBM
(19%) being the dominant providers. Figure 3 illustrates the age distribution of the
servers identified within the survey.

Figure 3. Servers By Age
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Operating Systems

The operating system controls the other application software running on the server.
Presently, Windows is the predominant server operating system within a diverse
enterprise landscape. (See Figure 4.) This diversity contributes to the complexity of
the enterprise and the complexity associated with providing support and planning
future growth strategies.

Figure 4. Server Operating Systems
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Applications

Applications are software that can include single-user desktop applications to large
system-wide applications and business-related utilities used by many users.
Applications are used to carry out the wide variety of functions performed by state
government agencies. These functions support internal, state-related business
processes as well as external, public-related business transactions. The survey data
does not reflect the single-user applications.

Figure 5 relates to 413 higher-end applications that were reported in the survey and
illustrates the age of the applications. Additionally, it presents this information by
application category: commercially available and procured, custom built, or a
database (data storage) application.

Figure 5. Application Type By Age
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Applications were also rated for their level of criticality to the continued operation of
State business. The respondents were also asked to indicate whether the application
had a disaster recovery plan in place. As illustrated in Figure 6, 79% of the
applications do not have a disaster recovery plan. A ranking of 1 on the chart
indicates that these applications are considered most critical; a ranking of 10
indicates that they are least critical.



Figure 6. Applications Critical to State Operation
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The applications were also rated for their level of criticality to the continued
operation of the agency business. A scale of high, medium, or low was used. The
agency rating, along with the disaster recovery plan coverage is illustrated in Figure
7. Of those applications considered to be highly critical to the agencies’ operation,
73% do not have a disaster recovery plan.

Figure 7. Applications Critical to Agency Operation Rating
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Finally, the applications were assessed to determine if they are accessed via the web
and whether they are available for public access. In total, 29% were reported to be
access via the web, and 12% were reported to be available for the public.

Desktop Computers

The number of older PC’s in the State’s inventory has nearly tripled since the last
report. This aging was a direct result of agency decisions to apply budget cuts in IT in



their PC replacement plans. PC numbers have increased slightly and laptop and
portable PCs are becoming more common. Montana currently has 10,500 PCs (this
includes desk tops, lap tops, and portable PCs.)

The State’s PC-standard is based on IBM and IBM-compatible equipment and
selected software. The State has a term contract with IBM, Dell, and HP for PC
acquisitions. Most agencies have a four-year replacement cycle for PCs, and PC age
distribution is reflected in Figure 8.

Figure 8. PC Age Distribution
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The State standards for PC operating systems are Windows 2000 and Windows XP.
The supported desktop software standard is Microsoft Office 2000 and Office XP.
MS Access is the desktop database software standard for small applications

Montana will be facing a major decision in the near future. The State decided to skip
a version of Microsoft Office and not upgrade to Office 2003. The increase in
functionality did not justify the multi-million dollar price tag. However, support from
Microsoft for Office 2000 is being phased out. While Microsoft will be offering
security updates, customers will have to pay for all other support. The cost to upgrade
to a more recent version of Office is approximately $2.5M. The State is investigating
a variety of options including use of “open source software” as a possible alternative
for Microsoft’s Office suite, desktop operating system, and desktop management
tools.



Enterprise Security

The State has made great strides in the area of enterprise security in the last two
years. The Office of Cyber Protection (OCP) was established in 2004 to deal with the
increasing number of cyber security threats.

Table 1 shows the increase in virus activity that has occurred on the State of
Montana’s computer systems. Significant increases have been seen, and this upward
trend will likely continue in the years to come. The Number of Incidents shows the
number of e-Mails that were infected and successfully blocked by the State’s e-Mail
protection software. The Number of Infections is the number of computers that were
infected and required remedial action to eliminate the virus.

Table 1. Virus Activity
Number of | Number of
Year | Incidents Infections Examples of Viruses Identified
1997 93
1998 265 48
1999 2049 89 Melissa
2000 6786 184 ILOVEYOU
2001 53,358 76 NIMDA, Code Red, KAK, SirCam, Magistr
2002 | 238,154 11 Klez, Bugbear
2003 | 1,148,434 625 SoBig, Slammer, Nachi, Blaster
2004 | 1,540,295 36

Risk Assessment

The Office of Cyber Protection has implemented a risk assessment methodology to
address the growing threat of cyber attack. As a result, policies and controls have
been established to provide cost effective mitigation techniques and control
measures. Additionally, since risks and threats change over time, it is important that
the State periodically reassess the risks and reconsider the effectiveness of its
mitigation strategies. This technique has proven effective in providing the level of
protection required to meet the changing and growing threat.

Enterprise Security Committee

In November 2002, the Enterprise Security Committee was established. This group
meets on a monthly basis to review policies, establish security guidelines, make
recommendations on the direction of security applications, and discuss current
security threats and issues. The group consists of at least one representative from
each agency and provides a mechanism to discuss security issues and resolutions at
length.



Business Continuity

The State has improved its business continuity planning extensively over the past two
years. A group consisting of representatives from ITSD, General Services Division
(GSD), Disaster and Emergency Services (DES) and members of the Governor’s
Homeland Security Task Force has worked extensively to establish the Continuity of
Government Plan. From this plan, ITSD has molded its Incident Command Structure
known as the Computer Security Incident Response Team (CSIRT). This team
consists of managers as well as other key personnel including agency representatives.

The CSIRT was established as an enterprise work group to respond to enterprise
information technology incidents. An incident is an event that affects a large group of
people or disrupts services to a number of critical applications or clients hosted by
ITSD. This team is brought together to address incidents in a timely and orderly
manner to restore critical enterprise systems as quickly as possible.

State security officers are also working to create their own disaster recovery plans.
Unfortunately most agencies have no formal arrangements for recovering critical
systems at a backup location. (Refer to Figures 6 & 7 on page 5.)

Information Security Best Practices

The State is striving to accomplish best practices in the area of information security
and protection against virus attacks. However, one area that needs improvement is
installing software updates to desktop operating systems, applications, and virus
protection products. This continues to represent a challenge because of the numerous
and decentralized locations. A major virus outbreak on August 12, 2003, required a
software update to be implemented on every State computer. In some cases, five or
six IT staff had to travel to individual sites and install the necessary updates. This
event prompted the State to develop the Emergency Virus Cleaning and Patch
Management Process, which was tested in October 2004. All agencies will need to
participate to realize the full benefits of the plan.

e-Government

Today there are more than 60 major e-Government services available to citizens and
businesses, and more are being added monthly. Most of these services are available
through the State’s web portal. In an effort to improve security on government web
sites, the Federal government has mandated that all states adopt a domain-naming
scheme that uses a .gov extension. We have changed the name of the State web portal
from DiscoveringMontana.com to mt.gov. Some of the major citizen centric
solutions available on the web are:

» Montana Professional Licensing: One-Stop Licensing

= Department of Corrections: Convicted Offender Network
= Department of Fish, Wildlife and Parks: e-License Sales
= Montana State Fund: e-Business Portal

= Secretary of State: Business Entity Search

A major project currently under development is a single sign-on service for MT.gov
called e-Pass Montana. This is one of the most significant projects for Montana's e-



Gov initiative and it will be the single point of access for all secured services for both
state and federal government services that require the ability to pay online without
worry of fraud or identity theft.

Montana’s e-Gov initiative focuses on being citizen and business centric. Customer
input is a major factor during development and maintenance of the services. Most
services have a feedback form and a “contact us” option for customer input and
feedback. Several customer satisfaction surveys have also been conducted to assess
how well agency and customer needs are met by the services.

The Governor has established an official standard for the “look and feel” of
Montana's e-Government services. This standard provides common terminology,
button placement and footers. This consistent look and feel conveys to customers that
they are on an official state services site and are transacting business with the State.

e-Government services were promoted during the fiscal year through a variety of
channels: industry newsletters, radio ads, direct mailings, trade shows, brochures, a
Face-the-State interview with CBS, print ads, an interview on the KBLL-FM radio
show “Coffee Break” with Jay Scott, presentations at local business meetings, and a
feature story in the Helena Independent Record.

Montana’s e-Government efforts have been recognized locally and on the national
level. Montana was awarded the E-Gov 2003 Government Solutions Center Trail
Blazer Award for its Licensee Look-up Service. The License Sales for Fish, Wildlife
and Parks was awarded the coveted Best of the Web award by the Center for Digital
Government. The Center also ranked Montana 14th in 2003/2004, up from a ranking
of 38th in 2002. Brown University ranked Montana 33" among all states in 2004, up
from a ranking of 43 in the 2003 study. The State web site was ranked fifth in the
nation by Brown University for providing the best web access to the disabled.

In fiscal year 2004, the e-Government services contractor, Montana Interactive Inc.
(M), delivered 15 new services, worth approximately $800,000, at no cost to the
State. This was accomplished through a unique funding model called a self-funded
portal where costs are recovered through transaction fees assessed on approximately
10% of the services offered.

Geographic Information Systems

Montana’s Strategic Plan for IT contains an initiative to advance Geographic
Information Systems (GIS). These systems gather, process, store, and display
information about natural resources, land ownership, roads, legal boundaries, critical
facilities, and other data which has a geographic aspect to it. Approximately 80% of
State and private business transactions in the state of Montana have geographic data
associated with them.

Coordination in the GIS arena is required between local, state, federal, tribal and
private entities to avoid duplication in data collection. Furthermore, existing data
needs to be merged into multi-jurisdictional databases and standards need to be set to
accommodate ongoing data maintenance from multiple sources.

During the last year, significant progress has been made in the Montana GIS arena to
meet these needs. A summary is provided below:



e The data for 25 counties has been entered into the Road Centerline Database,
which contains road centerline data from local governments, state
government, federal agencies, tribal governments, and some private
companies.

e The Addressing Pilot Project was initiated. This project is merging the
address data from four local and tribal jurisdictions into one common data
model. The results of this project will establish a statewide, standardized
address model that will enable point mapping of addresses from textual (non-
GIS) databases.

e The Montana Association of Geographic Information Professionals (MAGIP)
was formed. This new association represents the merger of several existing
GIS groups. The results of the merger were greater efficiency, better
communication, and increased educational and technical outreach.

o Homeland Security funds paid for the collection of high-resolution color
imagery of 17 Montana cities. This imagery will be stored and disseminated
at the Geospatial Clearinghouse at the Montana State Library. More imagery
was obtained than originally possible for Yellowstone, Park, Ravalli, and
Flathead counties due to the availability of state funds.

e Montana collected statewide databases of schools, airports, medical facilities,
and emergency facilities using Homeland Security funds.

e |TSD, BLM and Gallatin County partnered to collect approximately 90
survey-grade coordinates on Public Land Survey (PLS) monuments. These
coordinates were used to adjust the Geographic Coordinate Database. These
adjustments significantly improved the accuracy of the Gallatin County
Cadastral Database.

Despite these successes, core gaps remain in the geospatial infrastructure. Funding is
a major impediment. Few funding sources are available to pay for maintenance of
existing data or to leverage federally funded matching opportunities. The Montana
Land Information Act if adopted by the 2005 legislative session would enact an
additional fee on land related recorded documents, such as deeds and certificates of
survey to provide such a source to meet the ongoing and increasing needs around GIS
in Montana.

IT Personnel

State Staff

The Legislative, Judicial, and Executive branches currently employ approximately
725 staff to support their IT systems. The University System is not included in this
total. Comparisons to earlier published numbers are impossible because all IT
employees were reclassified in the spring of 2004. Many staff members